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A Secure Transmission Scheme for Satellite Communications Based on
Hybrid Carrier and Chaotic Phase Scrambling
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Abstract: A transmission scheme based on hybrid carrier logistic phase scrambling (HC-Logistic)
is proposed for the problem that signals are easily intercepted during satellite communication
transmission. Firstly, signal sources are mapped on the baseband using QPSK mapping, and the
resulting signals are then processed by the weighted fractional Fourier transform. Then, the
signals are further combined with the chaotic phase scrambling codes generated by the Logistic
map to obtain final baseband encryption signals. Finally, the resulting signals are processed by a
digital-analog conversion and an up-conversion and then sent into the satellite channel. Simulation
results show that the signals’ characteristics of the constellation are difficult to be identified after
encrypting by the HC-Logistic scheme. Moreover, since Logistic map is sensitive to the initial,
the computational cost of intercepting HC-Logistic scheme is 10 times of that of the traditional
weighted fractional Fourier transform scheme.
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